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Cisco Secure Workload (CSW) Adoption Services

Majentai is a world-class Cybersecurity services provider, 
dedicated to implement, integrate and operate the most 
resilient Cybersecurity platforms using proven state-of-the-

art technologies.  With a team of seasoned experts and cutting-edge technology, we 
deliver comprehensive solutions tailored to our clients’ unique needs, ensuring their 
digital assets remain secure in an increasingly complex cyber landscape.

High level activities and deliverables for Proof-of-Concepts, Pilot, or Adoption Services for up to 100 CSW 
agents, mapping and enforcement of up to 2 small business applications. During this engagement, Majen-
tai will serve as a co-pilot, providing mentorship and guidance to help the customer effectively utilize CSW 
for cloud workload protection, microsegmentation, and enhanced application visibility using a streamlined 
approach to drive greater adoption and accelerate customer’s time to value.

majentai.com

•	 Project Schedule

•	 Interactive Workshop

•	 Scope Architecture

•	 Approved Global Policy

•	 Application Modeling 
Documentation

•	 Cluster Generation with 
Endpoint Membership

•	 Enforced Microsegmented 
Policies (Exported to JSON)

•	 Security Compliance

•	 Application Views Post-
Enforcement Support Model 
Training Documentation

•	 Project Debrief Presentation

•	 Segmentation Roadmap 
and Recommendations

•	 Model and enforce up 
to 2 applications in 2 
environments in CSW with 
up to 100 workloads in CSW

For more information or to engage 
our services, please contact us at 
info@majentai.com or visit https://
majentai.com

Deliverables

Engagement Scope

Cybersecurity Services

Engagement Approach

The engagement kicks off with a project team meeting to confirm customer objectives, 
verify the completion of all pre-work, and outline the logistics for the interactive workshop.

The project begins with a kickoff meeting involving the customer and Cisco teams. During 
this session, the scope, expectations, and deliverables are reviewed, key stakeholders are 
confirmed, and logistics for the interactive workshop are defined.

Majentai conducts an interactive workshop, either remote or onsite, offering an overview 
of the Cisco CSW platform architecture and use cases. Hands-on exercises will assist in 
documenting the architecture and business requirements.

The Build & Discovery phase encompasses scopes, annotations, inventory filters, 
integrations, and application workspaces. It also involves running ADMS for initial policy 
creation while refining and validating the whitelist policy.

During the Enforcement process, we take policy that has been developed and agreed 
upon by the application owners and admins, push that policy from Tetration down to the 
endpoint firewalls reaching full enforcement.

The analysis phase provides a deeper look into current policy and categorizes flows. 
Majentai will meet with the application owners to review the categorized flows and discuss 
further refinement.

The final deliverable is a findings readout which highlights key capabilities enabled by 
CSW’S 24x7 data collection and real-time analytics, as well as recommendations and 
proposed next steps.
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